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What matters in the boardroom?

In the summer of 2014, PwC conducted
two separate surveys to gain insights
from both public company directors and
institutional investors. Both surveys
were structured to focus on certain
trends which we believe are shaping
corporate governance and will impact
the board of the future. 863 directors
responded to PwC’s 2014 Annual
Corporate Directors Survey—of whom
70% serve on the boards of companies
with more than $1 billion in annual
revenue. At the same time, institutional
investors with over $11 trillion in
aggregate assets under management
responded to PwC’s 2014 Investor
Survey.

This research compares the responses
of these two groups in order to

identify areas where viewpoints are
shared or different perspectives may
exist. We hope directors, investors

and management teams will use

this information to help close the
expectations gap. Highlights of what we
learned include:

e Both directors and investors
say that financial expertise is
the most important director
attribute (93% of directors and
82% of investors say it’s “very
important”). Consistent with
last year, both parties also place
industry and operational expertise
toward the top of their respective
lists. However, investors prioritize
risk management expertise more
than directors (79% describe it
as “very important” compared to
65% of directors). This may be a
reflection of investors’ concern
about downside risk to their
investment portfolios.

Investors and directors express
greater concern about low
levels of negative shareholder
support than a year ago. This
year, 48% of investors say the
board should become concerned
with re-nomination if a director
receives 20% negative shareholder
support or less, versus 36% last
year. Directors were also more
conservative (31% say there should
be concern at this threshold,
compared to 28% last year).

Thirty-six percent of directors
now say someone on their board
should be replaced—a jump from
31% only two years ago. Directors
continue to cite diminished
performance due to aging, lack of
expertise and unpreparedness for
meetings as the top reasons for
their dissatisfaction with peers’
performance. Perceived director
independence, level of expertise,
and over-boarding are the three
most important factors investors
consider in their director voting
decisions—94% say they consider
a director’s independence and 85%
a director’s expertise and over-
boarding.



Ninety-four percent of investors
say there are obstacles to
replacing underperforming
directors, compared to only 53%
of directors. Investors perceive a
close relationship between the CEO
and the underperforming director
as the greatest challenge. Directors
who say there are impediments
most frequently cite their board
leadership’s discomfort addressing
the issue.

Investors are more skeptical
about overcoming board diversity
challenges. Eighty-five percent

of investors believe there are
impediments to increasing gender
diversity compared to just 14% of
directors. Investors and directors
also disagree about what the
greatest challenges are; investors
say the top impediment is that
directors don’t want to change their
current board composition to create
a position for a diverse candidate,
while directors say it is a lack of
awareness of qualified candidates.

All investors responding to the
survey believe boards should

be considering and discussing
board diversity. Nearly seven-
in-ten directors say their board is
already doing so. The responding
investors also believe boards should
be discussing majority voting, but
only 19% of directors (from boards
that have not adopted majority
voting in director elections) have
had, or are considering, doing so.
A similar disparity exists regarding
a combined Chair/CEO, as 94% of
investors believe companies with a
combined role should be discussing
a split, but only 23% of directors of
such companies have had, or are
considering, such discussions.

Directors and investors both
identify strategic planning, risk
management and succession
planning as top areas for board
focus in the coming year.
Notably, 74% of investors say
strategic planning should be a
“high priority” for directors, and
more than six-in-ten directors say
they want to spend more time on
this topic. But investors rank the
appropriateness of performance
metrics much higher on their
priority list than directors do. A gap
also exists regarding each party’s
prioritization of IT issues.

Ninety-five percent of directors
say they understand their
company’s risk appetite at least
“moderately well”, compared

to only 61% of investors who
believe this is true. More than
nine-in-ten directors say their board
understands the company’s ability
to prioritize the most important
risks at least “moderately well”,
compared to 58% of investors who
believe this is the case.

Two-thirds of directors now

say their board participates in
dialogue with investors and

a similar number of investors
say they are communicating
with directors. And, 48% of
investors and 25% of directors

say their communications with
one another increased during

the last 12 months. About one-
quarter of investors and one-fifth
of directors say they each increased
communications with proxy
advisory firms and regulators over
the same period.

What matters in the boardroom? 3
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What matters in the boardroom?

Directors and investors have
some different perspectives about
which topics are appropriate

for direct communications.

That said, there are also some

areas of general agreement.
Eighty-five percent of investors

say executive compensation is

at least a “somewhat” important
topic for dialogue with directors
and 73% of directors say it’s an
appropriate topic. There is less
agreement around communications
surrounding board composition
and risk oversight. Eighty-

five percent of investors view
communications on risk oversight
as at least “somewhat” important,
but only 62% of directors say it’s an
appropriate discussion topic.

Directors and investors both
rate compensation consultants
as the group that has the most
influence on board decisions
about executive compensation.
However, investors are 64
percentage points more likely
than directors to believe that CEO
pressure has a “very influential”
effect on the board’s decisions
about pay.

When it comes to assessing the
cumulative impact of “say on
pay”, at least two-thirds of each
group agrees that say on pay has
not resulted in a “right-sizing” of
CEO pay despite the significant
attention afforded compensation
issues. More than three-quarters
of directors and investors at least
“somewhat agree” that it has
prompted directors to change the
way they communicate about
compensation, encouraged boards
to look at compensation disclosure
in a different way, and increased

the influence of the proxy advisory
firms. Moreover, 97% of investors
at least “somewhat agree” that

“say on pay” has allowed boards

to hear from a broader group of
shareholders—compared to only
70% of directors who feel the same.

There are considerable gaps
between how engaged directors
are with certain aspects of IT and
how engaged investors believe
they should be. Eighty-one percent
of investors believe directors should
be at least “moderately” focused on
new business models enabled by IT,
but only 49% of directors say they
are so engaged. At the same time,
90% of investors believe directors
should be at least “moderately”
focused on privacy risk but only
64% of directors say they are
engaged at that level.

Nearly three-quarters of investors
believe it’s important for
directors to be discussing their
company’s crisis response plan
in the event of a major security
breach, yet only half of directors
have had those discussions.
Similarly, 63% of investors believe
it’s important for directors to
discuss engaging an outside
cybersecurity expert and only 42%
of directors say they have done so.
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Board composition and structure

One of the most significant trends impacting governance and the board of the future is the
focus on board composition and structure. Shareholders are increasingly concerned about
whether boards are effective in carrying out their oversight responsibilities. Consequently,
board composition, voting support for re-nominated directors, and individual director
performance have become key issues.

Which director attributes are most important?

Both directors and investors agree that financial expertise is a top director attri-
bute; 93% of directors and 82% of investors say it’s “very important”. Consistent
with last year, both parties also place industry and operational expertise high on
their respective lists. However, investors prioritize risk management expertise
more than directors—79% describe it as “very important” compared to 65% of
directors. This may be a reflection of their concern about downside risk to their
investment portfolios. Investors also say that gender diversity is more important
than directors do, reflecting their views about the desired composition of boards of
the future. Directors assign higher priority to technology expertise. Consistent with
2013, both groups rank marketing, human resources and legal expertise toward
the bottom of their lists.

Preferred director attributes

Directors Investors

Financial expertise ] Financial expertise

Survey Questions:

Directors: How would you describe the importance of having the following attributes on your board:*
(Select all that apply)

Investors: How would you describe the importance of having the following attributes represented on US
corporate boards:* (Select all that apply)

* Ranked by those responding “very important”

What matters in the boardroom? 5
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Sensitivities about low support for board nominees

During the 2014 proxy season, directors received average shareholder support

of 96%. But 5% failed to receive at least 70% support and 2% did not receive
majority support!. Despite this relatively high overall level of support, investors
and directors expressed greater concern about low levels of negative shareholder
support than a year ago. This year, 48% of investors say the board should become
concerned with re-nomination if a director receives 20% negative shareholder
support or less—versus 36% last year. Directors were also more conservative (31%
say there should be concern at this threshold compared to 28% last year). One-
quarter of directors say that negative voting would need to exceed 30% before they
should be concerned about re-nomination, compared to 18% of investors.

Concerns about director re-nomination support

15% or less 16-20% 21-30% 31-40% Greater than 40%

@ Dicctors 2014 () Directors 2013
. Investors 2014 Investors 2013

Survey questions:

Directors: At what level of negative shareholder voting for individual director nominations should
the board be concerned about re-nominating a director:

Investors: At what level of negative shareholder voting for individual director candidates should
US corporate boards be concerned about re-nomination:

1PwC+ Broadridge ProxyPulse, October 2014



Aging has led to
diminished performance

Does not have
the expertise required

Is unprepared for meetings

Oversteps the boundaries
of his/her oversight role

Serves on too many boards

We don’t have any board
members who should be replaced

Is not independent

Does not have the
expertise required

Serves on too many boards

Affiliated with a board or
committee decision that | object to

Aging has led to
diminished performance

Is unprepared for meetings

Oversteps the boundaries
of his/her oversight role

Perspectives on underperforming directors

The level of dissatisfaction directors express with their fellow directors continues
to increase. Thirty-six percent of directors say someone on their board should be

replaced—a jump from 31% only two years ago. Directors continue to cite dimin-
ished performance due to aging, lack of expertise and unpreparedness for meet-

ings as the top reasons for their dissatisfaction with peers' performance.

When investors decide whether to vote for individual directors, independence, per-
ceived expertise, and over-boarding have the most impact. While 85% of investors
say that a director serving on too many boards impacts their voting decisions, only
9% of directors cite over-boarding as a reason to replace a fellow director. Investors
also say that diminished performance due to aging is less of a concern (only 39%
say they consider it) whereas it’s the top factor behind director dissatisfaction with
their peers. This gap may reflect the perceptions of investors as compared to the
actual experience shared by directors in the boardroom.

Director performance under the spotlight

Directors: Do you believe that any of your board members should be replaced for
the following reasons: (Select all that apply)

19%

7

5

I

—
—_
oo

Investors*: Do the following factors influence your decision to vote for/against
(or withhold your vote for) a director: (Select all that apply)

What matters in the boardroom? 7



Board renewal

Many investors and other stakeholders are expressing a keen interest in board turnover and
diversity. A number of individual shareholder groups have even undertaken initiatives designed
to increase diverse representation on their investee companies' boards. Not surprisingly,
directors are increasingly looking at director turnover and are focused on ensuring their boards

have diverse backgrounds and experience. We expect this trend will continue to impact the
board of the future.
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Impediments to board renewal

There are significant differences between director and investor views on the impedi-
ments to replacing underperforming directors. Investors are much more skeptical in
this regard. Ninety-four percent say there are obstacles to replacing those individuals,
compared to only 53% of directors. Investors most frequently cite a close relationship
between the CEO and the underperforming director, but only a small number of direc-
tors say this is a factor. Directors who believe there are impediments most frequently
cite board leadership’s discomfort addressing the issue as the greatest challenge.

The concern expressed by investors is consistent with an overall theme regarding
their perception of the importance of director objectivity and independence. More
than half of investors believe a lack of individual director assessments or ineffective
assessment processes are specific challenges to replacing underperforming directors
(compared to only 17% and 13% of directors, respectively).

Impediments to board renewal

Board leadership uncomfortable
addressing the issue

No individual
director assessments

Assessment processes
not effective

No policy on term limits
39

Close relationship between 0
the board chair and
underperforming director

No policy on age limits

G
)
—
—

33

Close relationship between CEO m
and underperforming director

73

7

No real perceived impediments

-F|

Survey questions:

Directors: What are the impediments to replacing an underperforming director:

(Select the most relevant considerations)

Investors: What impedes US corporate boards from replacing an underperforming director:
(Select all that you believe are relevant)



Impediments to gender diversity

The number of women serving on US public company boards has increased only
marginally over the past several years. And, investors are more apt than direc-

tors to believe there are impediments to increasing gender diversity: 85% believe
there are obstacles compared to just 14% of directors. Investors and directors also
disagree about the top challenges: investors feel that directors’ unwillingness to
change their current board composition to create a position for a diverse candidate
is the number one reason; directors say a lack of awareness of qualified candidates
is the greatest impediment. Only a very small percentage of investors believe find-
ing qualified female candidates is a problem. A little over half of both groups say
board leadership is not invested in recruiting diverse candidates.

Perceived obstacles to boardroom diversity*

Directors Investors

. Directors don’t want to change the
Directors are unaware of many

1

e . . 1) current board composition to create a
qualified diverse candidates .

position for a diverse candidate
Directors don’t want to change the
2) current board composition to create
a position for a diverse candidate

There are insufficient numbers gy Directors are unaware of many
of qualified diverse candidates qualified diverse candidates

5) There are insufficient numbers
of qualified diverse candidates
* Results shown from top impediment to least impediment.
** Selections with same ranking had an equal number of responses.

Survey Questions:

Directors: In general, what impedes a board’s ability to increase gender diversity:
(Select the most relevant considerations)

Investors: What impedes increasing gender diversity on US corporate boards:
(Select all those statements that you think accurately describe the current state)

What matters in the boardroom? 9



Board performance, priorities and practices

Directors continue to face scrutiny from investors and other stakeholders regarding their
performance, priorities and practices. Today, boards are reassessing their discussions,
agendas, and behaviors in order to evaluate and enhance their effectiveness. This includes
continuing to emphasize a prime concern of investors—risk oversight.

10 What matters in the boardroom?

Adopting majority voting

number of boards on which

Top governance issues for boardroom discussion

Directors and investors sometimes have different perspectives about the need to
discuss or consider certain board practices. Regarding board diversity, all inves-
tors responding to the survey believe boards should be considering and discussing
board diversity; nearly seven-in-ten directors saying their board is already doing
so. However, there is less alignment in other areas. All investors responding to the
survey believe boards should be discussing majority voting, but only 19% of direc-
tors (from boards that have not adopted majority voting in director elections) have,
or are considering, doing so. Similarly, 94% of investors believe companies with

a combined Chair/CEO should be discussing a split, but only 23% of directors of
such companies have had, or are considering having, these discussions.

Governance issues for boardroom discussion

Yes* No*
Board diversity 69% 31% . Director

(ethnic, gender or other) 100% . Investor

23 7

Separating the roles
of Chair and CEO

N
()
©
~
~ ~
iy

Increasing minimum
stock ownership

~
©

Mandatory director
retirement policies

!M
e
(0]
0o

19 81

Further limiting the 19

a director can serve

©

Director term limits

—
—
~
oo
((o)
e
[0} oo
—

* Percentages noted have been calculated based on the exclusion of directors and investors that responded
‘already adopted’ or ‘no opinion.’

Survey questions:

Directors: Is your board considering/discussing any of the following:

Investors: Do you believe US corporate boards should be considering/discussing their policies on
the following items in the upcoming year:



Where should directors spend more time?

Boards and their committees have to prioritize how they allocate their time. What are
director and investor views on the most important areas?

Directors and investors both identify strategic planning, risk management and suc-
cession planning as top areas for focus in the coming year. Notably, 74% of investors
say strategic planning should be a “high priority” for director focus, and more than
six-in-ten directors say they want to spend more time on this topic. Investors rank the
appropriateness of performance metrics as the top priority and executive compensa-
tion third. This fact mirrors an overarching theme related to investor concern about
compensation.

Prioritizing the boardroom agenda

Directors Investors

Strategic planning

)

Appropriateness of performance metrics

Survey Questions:

Directors: Please indicate if you believe your board should change the amount of time it spends
on the the following:

Investors: In your opinion, which areas should US corporate boards prioritize their time in the
upcoming year:

*Ranked by those responding “very important/high priority”

What matters in the boardroom? 11



Depth of director understanding about risks

Risk oversight is a critical board responsibility but directors express more confi-
dence in their understanding of their company’s risk issues than investors do. For
example, 95% of directors say they understand their company’s risk appetite at
least “moderately well” compared to just 61% of investors who believe this about
boards. And more than nine-in-ten directors say their board understands their
company’s ability to prioritize the most important risks at least “moderately well”
compared to only 58% of investors who agree. Additionally, 88% of directors say
they understand emerging risks that can impact their company at least “moder-
ately well”, but only 45% of investors have the same degree of confidence in the
board’s knowledge.

Depth of director understanding about risks

Not Sufficiently Well Not at all Don’t know*
95% 5%gltbd)

Your company’s key 74-0
performance indicators
regarding risk management

Very to Moderately Well

. Director
. Investor

Your company’s risk appetite

©
w

)]
o
—
(e}

(oo
o

The company’s ability to
prioritize the most important risks

(9)]
oo
—_

Emerging risks that can

impact your company 16

I
(&)

The company’s 72
communication response
plan in the event of a crisis 45 16 (& 32

* The answer choice "Don't know" was not an option in the Directors Survey.

Survey questions:
Directors: In your opinion, how well does your board understand:
Investors: In your opinion, how well do US corporate boards generally understand:

12 What matters in the boardroom?
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Director communications

Increasing expectations about director communications is another trend shaping governance
and the board of the future. Boards need to evaluate their involvement in stakeholder
communications and the nature of those communications. We asked directors and investors
about their current behaviors and views about this important area.

External communications on the rise

Direct communications between directors and investors is a much more common
practice than it was—even five years ago: two-thirds of directors now say their
board participates in such dialogue. And, 48% of investors and 25% of directors
say their communications with one another have increased during the last 12
months. About one-quarter of investors and one-fifth of directors say they each
have increased communications with proxy advisory firms and regulators.

Director and investor external communications

It has increased Stayed the same N/A, no discussion It has decreased
T 25% 41% 1%
Institutional shareholders/ . Director

corporate directors 48 24 27 |—O

. Investor

1

Regulators
30 |-0
2

Proxy advisory firms
27 2 9}o

Survey questions:

Directors: During the last 12 months, how would you describe the level of your board’s direct
communication with:

Investors: During the last 12 months, how would you describe the level of your direct
communication with the following parties:

What matters in the boardroom? 13
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Shareholder proposals

Executive compensation

development and oversight

Risk management oversight

Important topics for director/shareholder discussions

Investors and directors hold differing views about the appropriateness of topics to
cover in direct interactions.

Executive compensation is one key area for both investors and directors. Eighty-
five percent of investors say executive compensation is at least a “somewhat impor-
tant” topic for them to have direct communications with directors, while 73% of
directors say the same. However, there is less agreement around communications
about board composition and risk oversight. Eighty-five percent of investors view
this topic as at least “somewhat important” for direct dialogue, but only 62% of di-
rectors say it’s appropriate. Similarly, 72% of investors would like to communicate
with directors about company strategy development and oversight, but only 56%
of directors believe this is an appropriate discussion. Directors may believe that
direct dialogue in some areas should be done only by the management team due to
the role of a director being focused on oversight rather than operations.

Focusing director-investor communications

Very appropriate/ Somewhat appropriate/ Not appropriate/
important important important

37% 44% @ oirector

. Investor

;I

Earnings results

Board composition

Company strategy

Survey questions:

Directors: Regarding the following topics, how appropriate is it for boards to engage in direct
communication with shareholders:

Investors: How important is it for corporate directors to engage with you in direct communications
about the following topics:
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Executive compensation

The attention given to executive pay continues to be a trend impacting boards. Not
surprisingly, boards are devoting considerable time to the critical issue of appropriate
compensation. With four years of “say on pay” behind us and equity markets rising to high
levels, we asked directors and investors to give their current perspectives on who influences
compensation and the cumulative impact of the advisory vote.

Who influences CEO pay?

Directors and investors both rate compensation consultants as the group that has
the most influence on board decisions about executive compensation. But they do
not agree on the influence of institutional shareholders—70% of investors believe
they are at least “moderately” influential compared to 48% of directors. Investors
are 64 percentage points more likely than directors to believe that CEO pressure
has a “very influential” effect on the board’s decisions about pay. A significant ma-
jority of both groups agree that public opinion, the media, and retail shareholders
have little influence on on executive compensation decisions.

Compensation drivers

Very influential Moderately influential Slightly influential/not influential

48% 36%

Director

. Investor

Compensation consultants

77 13 B0

7 3

Institutional shareholders

Proxy advisory firms

l

30
CEO pressure
73 20 |4

Survey questions:

Directors: Rate the level of influence that the following have over your board’s decisions on executive
compensation:

Investors: Rate the level of influence that you believe the following factors have over US corporate
board decisions on executive compensation:

What matters in the boardroom? 15



What’s the real impact of “say on pay”?

Shareholders continued to support “say on pay” proposals at high levels during the
2014 proxy season (89% affirmative voting on average)2. In light of this, how do
directors and investors assess the cumulative impact of “say on pay” voting?

When it comes to assessing the cumulative impact of “say on pay”, at least two-thirds
of each group agree that “say on pay” has not resulted in a “right-sizing” of CEO pay,
despite the significant attention afforded compensation issues. More than three-
quarters of directors and investors also at least “somewhat agree” that “say on pay”
has prompted directors to change the way they communicate about compensation,
encouraged boards to look at compensation disclosure in a different way and
increased the influence of the proxy advisory firms. However, 97% of investors at
least “somewhat agree” that “say on pay” allowed boards to hear from a broader
group of shareholders—compared to only 70% of directors who feel the same.

Has “say on pay” made a difference?

Very much agree Somewhat agree Don’t agree
[0) (o)
Increased the influence i S . Director
of proxy advisory firms 23 53 23

. Investor

Encouraged boards to
look at compensation
disclosure in a different way

w
(o]
SN
(o]

N
w
IS
N

Prompted directors to change
the way they communicate
about compensation

w

N
I

N

w
w
(9)]
W
-
w

N
-
(o))
w

Prompted increased
shareholder dialogue

(o))
w
W
~
o

Allowed boards to hear the
perspectives of a broader
group of shareholders

)]
w

N
\I
w

w
(@]

Effected a “right-sizing a
of CEO compensation (7

!

Survey questions:

Directors: What is your assessment of the cumulative impact of “say-on-pay” voting:
Investors: Please indicate your level of agreement with the following statements regarding the
cumulative impact of “say on pay” advisory votes thus far:

2PwC+Broadridge ProxyPulse, October 2014

16 What matters in the boardroom?



|
Digital concerns

The influence of emerging technologies and increased cybersecurity concerns are two
additional trends impacting governance and the board of the future. Directors and investors
now see IT as inextricably wed to corporate strategy and the company’s business—IT is now
a business issue, and not just a technology issue. Cybersecurity breaches are regularly and
prominently in the news. Directors are increasingly focused on effective oversight of their
companys’ technology initiatives, how management leverages emerging technologies, and
cybersecurity issues.

Engagement in specific IT areas

There are some considerable gaps between the level of director engagement with
certain aspects of IT and investors' priorities. Directors say they are most engaged
in overseeing the status of major IT project implementations. Investors are more
concerned with two particular areas: privacy risk and the ability of IT to enable
new business models. Eighty-one percent of investors believe directors should be
at least “moderately” focused on new business models enabled by IT, but only 49%
of directors say they are engaged at that level. And, 90% of investors believe the
board should be at least “moderately” focused on privacy risk, but only 64% of
directors say they are engaged to that extent.

Attention to technology initiatives

Not at all Don’t know

77% 13% 2%
. Director

© o
Investor

64 17 SR
) ¢

63 17 1

Very/Moderately Not Sufficiently*

Major IT project implementations

Privacy Risk

Annual IT budget
63 20 17

57 22 17
13
New business models 49 26 -4

that are enabled by IT 81 6 13

Spend on cyber security

* The answer choice "Not Sufficiently" was not an option in the Investor Survey.

Survey questions:

Directors: How engaged is your board or its committees with overseeing/understanding the following:
Investors: To what extent should US corporate boards be engaged in overseeing/understanding the
following:

What matters in the boardroom? 17



18 What matters in the boardroom?

Attention to technology initiatives

Very/Moderately Not Sufficiently* Not at all Don’t know

Big Data
77 | 10 BN K]

Employees’ use of S
mobile technologies
16
6
Strategy for cloud technologies
19

Leverage of social media and
other emerging technologies

29 NG

Monitoring of social 41 26 S
media for adverse publicity 48 39

—
w

* The answer choice "Not Sufficiently" was not an option in the Investor Survey.

Survey questions:

49% 26% 5%
. Director

. Investor

Directors: How engaged is your board or its committees with overseeing/understanding the following:
Investors: To what extent should US corporate boards be engaged in overseeing/understanding the

following:



Involvement with cybersecurity issues

Considering the significant focus on cybersecurity, it’s not surprising that nearly
three-quarters of investors believe it’s important for directors to discuss their
company’s crisis response plan in the event of a major security breach. However,
only about half of directors have had those discussions. Similarly, 63% of investors
believe it’s important for directors to discuss engaging an outside cybersecurity
expert but only 42% of directors have done so. And the gap is even wider when
it comes to new security frameworks. Forty-five percent of investors believe it’s
important for directors to discuss the NIST/ Department of Homeland Security
cybersecurity framework, but only 21% of directors have done so. The low level
of perceived importance could suggest a lack of full awareness about these new
standards.

Preparing for the inevitable

<

es No Don’t know*

The company’s crisis 48%
response plan in the event . Director
of a major security breach 74 - 10 1

6
. Investor
58

i
N

Engaging an outside
cybersecurity expert

—
o

Cyber risk disclosures in
response to SEC guidance

The company’s cyber
insurance coverage

33

65 13 23
The need to designate 26 74

a Chief Information
Security Officer, if none 55 16 29
The Department of 21 79

Homeland Security/NIST
cybersecurity framework 45 16 39

* The answer choice "Don't know" was not an option in the Directors Survey.

Survey questions:

Directors: With regard to cybersecurity issues, has your board or its committees discussed:
Investors: Focusing on cybersecurity issues, is it important for US corporate boards to discuss the
following:
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Demographics of survey respondents

Directors:

Which of the following best describes the
company?

Industrial 12%
products
Banking and 10

capital markets

(other)

e D
(oil and gas) v
Coroatess
products
Reta
Energy (power
ang utilities)
Pharma/life
sciences
Health care

provider

Engineering/
construction 3

Chemicals

Business
services

orer QU

* Other includes the sum of the following industries,
with no individual category receiving over 2% of
responses: transportation/logistics; software/inter-
net solutions; semiconductor; hospitality/leisure;
government contracting; communications; automo-
tive; asset management; mining; healthcare payer;
forest, paper, and packaging; entertainment/media;
and agribusiness.

Base: 863 respondents
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How long have you served on this board?

@ Less than two years
3-5 years

@ 6-10years
More than 10 years

What are the annual revenues of the company?

» @ $500 million or less

$500 million to $1 billion
@ $1 billion to $5 billion

$5 billion to $10 billion
(@ More than $10 billion

You are:

@ Vale
@ Female




Base: 33 respondents

Investors:

Numerical By AUM (assets under management)
) 49% 39% 11%
Pension funds Asset managers Mutual funds 78%
Asset
1% managers

(']

Pension

funds

o
Endowment

funds
6%

0,
Other 3%

Mutual funds

AUM by investor type

$25 billion to just under $100 billion 3%
$1 billion to just under $25 billion
$500 million to just under $1 billion

Less than $500 million 3% | 8% LA

@ Asset managers Mutual funds

@ Pension funds Other

@® Endowment funds
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To have a deeper conversation about how this subject may affect your business,
please contact:

Mary Ann Cloyd

Leader, Center for Board Governance
PwC

(973) 2365332
mary.ann.cloyd@us.pwc.com

Kayla J. Gillan

Leader, Investor Resource Institute
PwC

(202) 312 7525
kayla.j.gillan@us.pwc.com

Don Keller

Partner, Center for Board Governance
PwC

(512) 695 4468
don.keller@us.pwc.com

Paul DeNicola

Managing Director, Center for Board Governance
PwC

(973) 236 4835

paul.denicola@us.pwc.com

© 2014 PricewaterhouseCoopers LLP, a Delaware limited liability partnership. All rights reserved. PwC refers to the United States member firm, and
may sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see www.pwc.com/structure for further details. This
content is for general information purposes only, and should not be used as a substitute for consultation with professional advisors. MW-15-0574 br



