
  



  

So who is finux?



  



  

So what iS a hacker?



  

ThiS is how The media used to See hackers



  

Then they Saw hackerS like this



  

Then this happened!



  how businesSes have alwayS seen hackers



  

but TheSe are jusT sTereoTypes!



  

we all know whaT hackers look like 
today!



  

deleTe.delete.deleTe



  

alwayS liStening to your cusTomers



  cyberz nom.nom.nom



  

and don't forget The 
media again!



  cyberweaponS



  



  



  



  



  



  

operation chanology



  



  

Don't forget; 'if you have nothing to hiDe you 
have nothing to fear', right?



  



  



  



  

So, what Type of hacker am i?



  

ThaT's right, i'm a white-hat



  

So, waTering-holeS? what about Them



  everyone likes To go visiT the 
waTering-hole



  

but They can be dangerouS placeS



  very dangerous places



  

The web has a loT of
waTering-holeS too



  



  

no great hacking sTory sTarTs 
wiThouT someone clicking 

something



  

lotS of opportunitieS 



  



  



  



  

“chinese atTackerS hacked 
forbes webSite in watering-hole 

atTack”

The malware infection was inside the “Thought of the Day” 
Flash widget which appears whenever users try to access a 

Forbes.com page. Visitors didn't need to do anything other than 
to try to load Forbes.com in their browser to get infected. 



  

“facebook, apple, anD twitter employees visiteD 
iphoneDevsDk, where their computers were 

compromiseD by Java exploits”



  



  

Spearphising iS incredibly effective



  

centraliseD-services anD clouD-service make 
great watering-holes too



  

watering-holes soon become beachheaDs



  

The consequences of hacks are 
very real



  

We tracked the victims of
Two global web-sites that were 

compromised and had their 
customer details released



  

423,183
Unique Usernames in Germany



  

9,399
Are from frankfurt



  

email:info@ AND email:*.de AND isvalid:1

681accounTs



  

email:admin@ AND email:*.de AND isvalid:1

12
accounTs



  

all of these people anD millions more coulD be 
in your supply-chain



  

they are soft-targets anD a blackhat only 
neeDs to be lucky once!



  

sometimes you're lucky twice



  

email:commerzbank.com

2
accounTs



  

sometimes you're lucky 29 times



  

email:db.com

29
accounTs



  

Remember these 3 fact



  

The only thing the scales well



  

Is incompetence



  

security-hygiene is your only real Defence



  

We teach people to wash their hands, not 
to wash their hands only when at work!



  

being security-conscious Doesn't start at your 
office front Door 



  

And finally...



  

If you think the solution is to



  

stop your users going online



  

You just didn't get it!

*For more information visit ­ http://tiny.cc/DIRK



  

Threema: D233EH2S
email: finux@finux.co.uk
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